
QUESTIONS TO ASK BEFORE MAKING  
YOUR NEXT AGTECH PURCHASE 

Help protect your farming business from cyber security risks 

As your farming business becomes more digitized and connected online, it’s critical to guard against 
cyber security risks. These questions can help guide your conversation with agriculture technology 

vendors so you can make informed decisions about who you are trusting to protect your business from 
cyber security risks and safeguard your data and operations. 

This isn’t a full list of questions, but it’s a good starting point for talking with a new vendor. 

Does the vendor  
have a good reputation?

•	 How long has the vendor been in business?

•	 Is the vendor known to you?
•	 Do they know your line of business or commodity? 

•	 Are they expanding their reach in your sector,  
or are they a new entrant?

•	 Do they have a good reputation? 

•	 Will the vendor provide contact information  
for customers you can speak to for feedback  
(known as reference customers)?

•	 Can they explain the clauses in your contract in  
a way that’s easy to understand?

•	 Can they tell you where your information is stored, 
who has access to it, and how it is protected?

•	 Have there been previous data breaches?  
If so, what happened?

•	 Can they explain simply how your data is stored and 
protected?

•	 Do they have an emergency response plan they  
can share with you?

Does the vendor work 
with other companies in 
your sector?

Can the vendor  
explain your contract  
in plain language?

What steps will the vendor 
take if there is a data breach 
that impacts data they have 
stored about you and your 
business?

 For more information on how to minimize your cyber security risks, visit  
agriculture.canada.ca/cyber-security-farming-business  

For additional resources on how to stay safe online, visit  
getcybersafe.gc.ca


