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CYBER SECURITY GLOSSARY

Anti-virus/anti-malware software: a program
used to prevent, identify, and remove viruses and
other malicious software from your computer.

Business continuity: an organization’s ability

to continue with essential functions during a disruption,
such as a cyber incident or natural disaster. A business
continuity plan or BCP outlines the protocol and
processes an organization follows to ensure that
operations continue with as little disruption as possible.

Cyber incident: attempt by threat actors to
cause harm, destroy, or gain unauthorized
access to sensitive information in a networked
computerized system.

Cyber safeguards: measures taken to protect data,
networks and computer systems from unauthorized
access, theft, or damage.

Downtime: not being able to access a system

due to the failure of the system, application,

or the entire network of a company. Downtime can
occur due to maintenance activities, power cuts,

or unexpected technical failures from cyber incidents.
Consequences can include loss of revenue, decreased
productivity, costs to recover systems and reputational
damage.

External drive: a storage device that connects to your
computer, often via USB (Universal Serial Bus), FireWire
or Thunderbolt connection.

Incident response plan: a written document, formally
approved by the senior leadership

team, which helps your organization before,

during and after a confirmed or suspected cyber
security incident.

Internet of Things (loT): a network of physical devices
that transfer data to one another without human
intervention. 10T are not limited to computers and can
include anything with a sensor, software,

and network connection.
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Malware: abbreviation for ‘malicious software’.
Malware is designed to disrupt or harm computer
systems.

Multi-factor authentication (MFA): the use

of two or more authentication methods to log into
a system. For example, you are required to enter a
code from an authenticator app after entering your
password to log in. MFA prevents threat actors from
gaining access with just one exploited password.

Network breach: when a threat actor finds a way to
bypass your security to get inside your network. Once
they have access to the system, they can

gain unauthorized access to data, applications,

and devices.

Phishing: a form of fraud that involves contacting
victims through email, telephone, or text to trick
them into sharing personal information. Phishing
scams often aim to persuade victims to transfer
money, reveal financial information, or share system
credentials such as passwords.

Ransomware: a type of malicious software designed
to block access to a computer system
until a sum of money is paid.

Security patch: a software update that helps address
vulnerabilities, bugs and resolves inconsistencies in
a software.

Spam: unsolicited communication sent in bulk. Spam
can be sent via email, phone, text messages (SMS)
and social media.

Threat actor(s): an individual or group who tries
to access data they aren’t authorized to access or
cause harm to digital systems. Often referred to
as a “hacker” or “cyber criminal”.

Virtual Private Network (VPN): an encrypted
internet connection that aims to provide a
secure, private network connection for safe data
transmission to and from networked devices.

For more information on how to minimize your cyber security risks, visit
agriculture.canada.ca/cyber-security-farming-business
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For additional resources on how to stay safe online, visit
getcybersafe.gc.ca
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