
CHECKLIST FOR SMALL AND  
MEDIUM-SIZED ENTERPRISES  
Cyber security and your farming business

I have changed the default passwords of all  
my devices that connect to the internet or are  
GPS-enabled, both on my farm and in  
my home.

•	 This includes the passwords of the routers for 
Wi-Fi network(s), tractors and other machinery 
in the field.

I have a unique and strong password for each  
of my accounts. 

I have a password policy for my employees. 

•	 Employees are reminded to change their 
passwords every quarter and they cannot reuse 
a password.

I have multi-factor authentication (MFA) 
enabled on all my accounts.

•	 MFA adds an extra layer of security to  
accounts and makes it harder for threat  
actors to gain access.

I have downloaded and installed an anti-virus 
software from a trusted source.

I have updated the firmware of all systems  
used in my business from reputable sources,  
to minimize the risk of a supply chain attack.

I have enabled automatic software updates so that I 
do not miss an important security update.

I review the list of authorized employees that can 
access the network and our data every 6 months, 
and remove permissions where needed.

I conduct a review every 6 months of the 
applications (apps) I have downloaded on my 
devices and uninstall the ones I no longer use.

•	 Periodically checking app permissions ensures they 
don’t access data that is not relevant to their function. 

•	 Turn off the permission that allows an app  
to know your location when you are not using it.

I back up valuable data and information on a 
quarterly basis and store a copy offline in a place 
that’s separate from my network. If a security breach 
happens, I will be able to access the important files I 
need to resume operations. 

•	 This includes key contact information on clients, 
vendors, partners, and any proprietary agricultural 
data collected from agriculture technology devices.

Secure your  
devices and data

Stay updated,  
stay safe 

You can take simple and effective steps to increase your protection  
from common cyber security incidents. 

 For more information on how to minimize your cyber security risks, visit  
agriculture.canada.ca/cyber-security-farming-business  

For additional resources on how to stay safe online, visit  
getcybersafe.gc.ca

http://agriculture.canada.ca/cyber-security-farming-business
http://getcybersafe.gc.ca

